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SCENARI DI ATTACCO 
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HACKERS HAVE A 
HUGE ADVANTAGE 
OVER “DEFENDERS”. 

THEY NEED TO EXPLOIT ONE VULNERABILITY AND DONE 
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ATTACK KILL CHAIN
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CYBER SECURITY FRAMEWORK
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CYBER SECURITY FRAMEWORK
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ENDPOINT DETECTION 
AND RESPONSE

ENDPOINT PACHING 
AND MANAGEMENT

MALWARE 
PROTECTION

ASSET DISCOVERY & 
INVENTORY
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BigFix



DEVICE MANAGEMENT 
(MDM)

APP & CONTENT 
SECURITY (MAM)

ENTERPRISE MOBILITY 
MANAGEMENT 
(EMM)

TRANSACTION 
PROTECTION
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MaaS360



DATA DISCOVERY & 
CLASSIFICATION

DATA PROTECTION

DATA ACCESS CONTROL

DATA RISK GOVERNANCE

DATA ENCRYPTION & 
KEY-MANAGER

DATA LOSS PREVENTION

DATA ACTIVITY 
MONITORING 
(DAM - FAM)
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Guardium Suite



APPLICATION 
SCANNING (SAST, DAST, 
MAST)

APPLICATION SECURITY 
MANAGEMENT

SOURCE CODE REVIEW
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AppScan
Application Security

on Cloud



NETWORK 
MONITORING & 
FORENSICS

NETWORK THREAT 
MANAGEMENT

BEHAVIOURAL 
ANALISYS

NETWORK VISIBILITY 
AND SEGMENTATION
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QRadar



PRIVILEGED USER 
MANAGEMENT

IDENTITY 
GOVERNANCE AND 
ADMINISTRATION

ACCESS MANAGEMENT

MAINFRAME SECURITY

IDaaS
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Identity
Governance

Access
zSecure

Cloud Identity



CLASSIFICATION LEVEL: PUBLIC



THREAT AND ANOMALY 
DETECTION

BEHAVIOR ANALYTICS

SECURITY ANALYTICS

VULNERAVILITY 
MANAGEMENT

INCIDENT RESPONSE

HUNTING AND 
INVESTIGATION
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QRadar
Resilient
Watson
X-Force

I2 intelligence



PEOPLE - PROCESS - TECHNOLOGY
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IBM IMMUNE SYSTEM
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Real 
World 

SituationNLP

SOC

ALERT Security Bulletin

SIEM

SCAN

RESPOND IRT

CSIRT FRAMEWORK
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SOC / CSIRT
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PROCESS REVIEW

AUDIT
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ACADEMY 
TRAINING
AWARENESS
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IT'S ONLY A MATTER 
OF ONE SINGLE 
WRONG CLICK
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GRAZIE PER 
L’ATTENZIONE


